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The acceleration of globalization and digital transformation has significantly increased the
importance of financial information transparency in sustaining organizational performance. In
highly interconnected markets, stakeholders rely heavily on credible financial reporting to
assess organizational viability and governance quality (Stafford et al., 2020). The rapid
dissemination of information across jurisdictions further intensifies reputational exposure and
regulatory scrutiny (Adinugroho & Susilowati, 2022). Within this environment, accounting
fraud represents a substantial threat to organizational credibility and institutional trust.
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Accounting fraud refers to the deliberate manipulation or misrepresentation of financial
information for personal or organizational gain (Kurniawan et al., 2023). Such misconduct may
involve concealment, falsification, or abuse of authority within financial reporting processes
(Albrecht et al., 2019). Because financial information is produced within delegated authority
systems, individuals managing accounting processes may exploit informational asymmetries.
Fraud risk, therefore, is embedded not only in technical weaknesses but also in structural and
behavioral vulnerabilities.

The consequences of accounting fraud extend beyond financial loss. Internally, fraudulent
practices undermine ethical culture, weaken managerial accountability, and reduce employee
confidence (Maisyarah & Adli, 2022). Externally, fraud diminishes investor trust and may
destabilize broader economic systems (Wang & Lin, 2023). As argued by Odufisan et al.
(2025), fraud should be understood as a governance failure that erodes long-term organizational
resilience and innovation capacity. Consequently, fraud prevention becomes a strategic
governance priority rather than merely a compliance function.

Effective fraud prevention requires both ethical reinforcement and systematic risk mitigation.
Albrecht et al. (2019) emphasize the importance of cultivating integrity-based cultures while
conducting proactive fraud risk assessments. Romney et al. (2021) further argue that preventive
mechanisms must reduce opportunities, enhance detection capacity, and limit potential losses.
However, evidence from the Association of Certified Fraud Examiners (ACFE, 2024) shows
that implementation remains uneven. While large organizations widely adopt formal fraud
prevention programs, small entities demonstrate significantly lower adoption rates, and overall
loss reduction remains partial. This suggests that structural mechanisms alone may not ensure
effective fraud mitigation.

The issue is particularly salient in Micro, Small, and Medium Enterprises (MSMESs). Compared
to large corporations, MSMEs typically operate with overlapping managerial roles, limited
segregation of duties, and informal governance structures. Such characteristics may alter the
effectiveness of conventional fraud prevention mechanisms. Yet, empirical evidence in this
context remains limited.

Previous studies examining determinants of fraud prevention report inconsistent findings.
Internal control systems are found to significantly reduce fraud risk in several studies
(Dimitrijevic et al., 2015; Paino et al., 2023; Yuniarti, 2017), but other research reports
insignificant effects (Muliza & Astuti, 2023). Similar inconsistencies are observed in studies
of accounting information systems (Ahmad, 2019; Florid et al., 2023; Nugroho & Andhaniwati,
2022; Ridwan et al., 2023) and individual morality (Khoirunnisa et al., 2024; Kuntadi et al.,
2023; Nur et al., 2023). These contradictions suggest that fraud prevention effectiveness may
be contingent upon organizational context and governance structure.

Despite the growing body of literature, three important gaps remain. First, prior research
predominantly examines accounting information systems, internal controls, and individual
morality separately, limiting the explanatory capacity of Fraud Triangle Theory, which
conceptually emphasizes the interaction between opportunity, pressure, and rationalization.
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Empirical models integrating systemic (AIS), structural (internal control), and behavioral
(morality) dimensions within a unified framework are still scarce.

Second, inconsistencies in empirical findings indicate that theoretical assumptions derived
from COSO-based control frameworks may not uniformly apply across organizational scales.
Contextual contingencies, particularly in small business environments, remain insufficiently
explored.

Third, MSMEs as governance units in emerging economies receive limited scholarly attention
in fraud prevention research, despite their economic significance and structural vulnerability.
The way fraud prevention mechanisms operate under resource constraints and informal control
systems remains under-theorized.

This study addresses these gaps by examining the combined influence of accounting
information systems, internal controls, and individual morality on accounting fraud prevention
within MSMEs. Theoretically, the study advances Fraud Triangle Theory by integrating
systemic, structural, and behavioral dimensions into a single governance-based explanatory
model. Practically, the findings provide evidence-based insights for policymakers and MSME
owners in designing more effective fraud prevention strategies in emerging economy contexts.

Literature Review and Hypotheses Development

Theoretical Foundation

This study is grounded in Fraud Triangle Theory introduced by Cressey (1953), which posits
that fraud arises from the interaction of three core elements: pressure, opportunity, and
rationalization. Pressure refers to internal or external incentives that motivate individuals to
commit fraud; opportunity emerges from weaknesses in systems or controls; and
rationalization reflects the individual’s justification of unethical behavior. Among these
elements, opportunity is considered the most controllable through organizational design and
governance mechanisms, while rationalization is closely related to individual ethical
orientation. Pressure, particularly work-related or financial stress, may also be mitigated
through transparent governance and reliable information systems.

Fraud Triangle Theory provides an integrative lens to explain how accounting information
systems, internal controls, and individual morality interact in shaping fraud risk (Batkunde &
Dewi, 2022). A robust accounting information system (AIS) reduces information asymmetry
and narrows opportunities for manipulation; effective internal controls limit procedural
weaknesses that create opportunities; and strong individual morality constrains rationalization
processes. Thus, systemic, structural, and behavioral dimensions operate simultaneously in
influencing fraud prevention.

Accounting fraud itself refers to deliberate misrepresentation of financial information for
personal or organizational gain (Albrechtetal., 2019; Arens etal., 2017). It involves intentional
deception, abuse of authority, and violation of ethical and regulatory standards (Rahardjo,
2018). Romney et al. (2021) identify key characteristics of accounting fraud, including material
misstatements, intentional deception, and harm to affected parties.
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Preventing accounting fraud requires proactive organizational efforts aimed at reducing
opportunities and strengthening integrity within accounting systems (Romney et al., 2021).
Prevention is widely recognized as the most cost-effective strategy for minimizing fraud losses
(Albrecht et al., 2019). Such efforts must be proactive, integrity-oriented, and sustainability-
driven to ensure organizational continuity (Pamungkas, 2023).

Accounting Information System and accounting fraud

According to Romney et al. (2021), an accounting information system is a system that collects,
records, stores, and processes data into information that can be used for decision making.
Romney also explains that accounting information systems have six components, namely
people, procedures and instructions, data, software, information technology infrastructure,
internal controls, and security measures.

The fraud triangle theory developed by Cressey (1953) states that accounting fraud tends to be
caused by three main factors, namely pressure, opportunity, and rationalization. An integrated
SIA makes it possible to reduce work pressure and opportunities for perpetrators to commit
fraud (Romney et al., 2021). A good ISA has transparency and an objective reporting system
that can track unusual activities, thereby reducing rationalization (Gelinas et al., 2017).

When transactions are systematically documented and traceable, there is less room for
manipulation. In other words, accounting information systems not only improve efficiency, but
can also change the structure of opportunities for accounting fraud within an organization.
Referring to the studies by Nugroho & Andhaniwati (2022) and Florid et al. (2023) and Ahmad
(2019), it was found that accounting information systems have an effect on the prevention of
accounting fraud.

Hi: Accounting information systems influence the prevention of accounting fraud

Internal Control and Accounting Fraud

The Committee of Sponsoring Organizations of the Treadway Commission (COSO) in its
Internal Control Integrated Framework (2013) defines internal control as a series of processes
carried out by the board of directors, management, and all personnel of an organization. Internal
control supports entities in achieving important objectives, creating resilience, and improving
performance (COSO, 2013).

Based on the fraud triangle theory, opportunity is considered the element most controlled by
organizations through the implementation of effective internal controls. As stated by Romney
et al. (2021), internal controls are designed to reduce the opportunity for fraud through various
mechanisms, such as segregation of duties, authorization systems, periodic monitoring, and
internal audits. In line with the statement by Soedarsono and Sonhaji (2023), internal controls
can significantly narrow the gap for fraud in financial statements.

Unlike accounting information systems that are system-based, internal control is governance-
based constraint. If AIS builds technology-based transparency, internal control builds
procedural and structural-based constraints. Thus, internal control functions as a formal
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institutional barrier that narrows the scope of discretion and the probability of successful
accounting fraud.

Based on research conducted by Paino et al. (2023), supported by Florid et al. (2023); Kuntadi
et al. (2023); and Yuniarti (2017), it was found that internal control affects the prevention of
accounting fraud.

Hz: Internal control affects the prevention of accounting fraud

Individual Morality and accounting fraud

Individual morality refers to the norms and values that guide an individual's perception of right
and wrong, shaping their ethical decision-making and behavior (Trevifio et al., 2006, 2014).
Similar to what Driver (2006) stated, individual morality refers to a set of principles or
standards that guide a person's actions and character, especially in the context of how those
actions affect the welfare of others.

From the perspective of the fraud triangle theory, individual morality can act as an internal
barrier that prevents rationalization, thereby inhibiting the process of fraud (Kaptein, 2008). In
addition, organizations that instill ethical values through integrity-based leadership can
strengthen morality in the work environment (Valentine & Barnett, 2003).

In this context, morality acts as a psychological self-regulation mechanism that blocks
rationalization. When individuals are unable to justify dishonest actions to themselves, fraud
does not occur even when pressure and opportunity exist. This is the role of morality in the
fraud triangle.

Several studies have revealed a relationship between individual morality and the prevention of
accounting fraud. In studies conducted by Kuswati (2023) and Kuntadi et al. (2023), it was
found that individual morality influences the prevention of accounting fraud.

Hs: Individual morality influences the prevention of accounting fraud

Researh Model

Based on the synthesis of the above theories, this study proposes that the prevention of
accounting fraud does not depend on a single mechanism, but on a combination of structural
and psychological mechanisms. Accounting information systems are presented as a technology
that reduces opportunity, internal controls act as procedural opportunity constraints, and
individual morality acts as psychological rationalization suppression.

By integrating these three variables into the Fraud Triangle framework, this study fills a gap in
the literature or previous studies. Therefore, the main contributions of this study include the
following. First, it provides a theoretical integration of SIA, internal control, and individual
morality within the Fraud Triangle framework. Second, it explains causal mechanisms, not just
statistical relationships. Finally, it positions fraud prevention as the result of the interaction
between structural constraints and internal moral control.
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Independent Variables Dependent Variable

Accounting Information Systems
Internal Control \ Prevention of Accounting Fraud

Individual Morality

Figure 1: Research Model

Research Method

Research Design

This study employs an explanatory quantitative research design, as it aims to examine and
explain the casual relationships between accounting information system, internal control,
individual morality and accounting fraud prevention. Unlike descriptive research, which
focuses on portraying characteristics of a phenomenon, explanatory research seeks to test
theoretically grounded hypotheses and analyze cause-effect relationships among constructs.
Given that this study is grounded in the Fraud Triangle framework, the design is appropriate
for empirically testing how structural and psychological factors influence accounting fraud
prevention mechanism. This study also uses a cross-sectional approach, where data were
collected at a single point in time from MSMEs in Pekanbaru City.

Unit of Analysis

The unit of analysis in this study is the individual level, specifically MSME owner or
employees involved in financial recording, reporting or internal control processes. Although
the research context is organizational (MSMEs), the constructs measured—accounting
information systems implementation, internal control effectiveness, individual morality and
fraud prevention practices—are captured through the perceptions and experiences of individual
respondents. Therefore, the level of analysis is individual, while the unit observation consists
of MSME owner and staff. Clarifying this distinction ensures methodological consistency
between theoretical constructs and measurement of empirical.

Population and Sampling Technique

The population of this study comprises MSME owners and employees involved in financial
management activities in Pekanbaru City. Because the exact number of individuals responsible
for accounting and financial functions within MSMEs is not officially documented and can be
considered large and indeterminate, this study employs Cochran’s (1977) sampling formula to
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estimate the minimum required sample size for large or unknown populations (Sugiyono,
2022). Cochran’s approach is appropriate when the population size is unknown and the study
aims to estimate population parameters with a specified margin of error and confidence level.
Using a 95% confidence level and a 5% margin of error, the minimum required sample size
was calculated to be 384 respondents. A total of 354 usable questionnaires were returned and
included in the final analysis, representing a response rate of 92%. Although slightly below the
calculated minimum, this sample size remains statistically adequate for Partial Least Squares
Structural Equation Modeling (PLS-SEM), as it exceeds the recommended threshold of ten
times the maximum number of structural paths directed at a single construct (Hair et al., 2019).
Therefore, the sample satisfies both statistical representativeness considerations and
methodological requirements for SEM-PLS analysis.

Measurement of Variables

All construct were measured using multi-item indicators adapted from established literature to
ensure content validity. All variables in this study were measured using a Likert scale
consisting of 5 levels of response preference, including: 1 (never/strongly disagree), 2
(rarely/disagree), 3 (sometimes/disagree), 4 (often/agree), and 5 (always/strongly agree). An
explanation of each variable can be seen in the table below.

Table 1. Operationalization of Research Variables

Variables Definition Indicators Scale
Prevention of Fraud prevention measures are 1. Proactive measures Ordinal
Accounting proactive activities aimed at 2. Reducing or
Fraud (Y) reducing, or even eliminating, eliminating potential

various potential causes of irregularities
irregularities or non-compliance that 3. Maintaining
could threaten the integrity and organizational
continuity of the organization integrity
(Pamungkas, 2023). 4. Ensuring
organizational
continuity
(Pamungkas, 2023)
Accounting An accounting information system 1. People Ordinal
Information refers to a system that collects, 2. Procedures and
System (X1) records, stores, and processes data instructions
into information that can be used for 3. Data
decision making (Romney et al., 4. Software
2021). 5. Information
technology
infrastructure
(Romney et al., 2021).
Internal Control Internal control refers to a process 1. Control environment Ordinal
(X2) that permeates every operational . Risk assessment

2
activity of an organization and is an 3. Control activities
integral part of management 4. Information and

activities to help the organization communication
achieve its objectives (Romney et al., 5. Monitoring activities
2021). (COS0, 2013).
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Individual Individual morality refers to a system 1. Trustworthiness Ordinal
Morality (X3) formed by a person's rational 2. Fairness

thinking to distinguish right from 3. Welfare

wrong that does not depend on social 4. Responsibility

norms, but is based on justice and (Fuchs et al., 2025;

human welfare (Turiel, 1983). Hardin, 2002; Maltezou-

Papastylianou et al., 2025;
Parziale et al., 2025;
Schwartz, 2005).

Source: Processed by author, 2025
Data Analysis Technique

This study employs Partial Least Squares Structural Equation Modeling (PLS-SEM) using
SmartPLS 4 to examine the relationships among accounting information systems, internal
controls, individual morality, and accounting fraud prevention. The selection of PLS-SEM over
Covariance-Based SEM (CB-SEM) is grounded in both methodological and analytical
considerations. First, the study is prediction-oriented, aiming to assess the extent to which the
proposed exogenous variables explain variance in fraud prevention. PLS-SEM is particularly
suitable for predictive and exploratory research that emphasizes maximizing explained
variance (R?) rather than strict theory confirmation (Hair et al., 2019; Hair et al., 2022). Second,
the structural model involves multiple latent constructs measured by several indicators, making
PLS-SEM appropriate for estimating complex relationships efficiently while maintaining
statistical power. Third, PLS-SEM does not require multivariate normality assumptions, which
enhances robustness in survey-based research contexts.

The evaluation procedure follows a two-stage approach: assessment of the measurement model
and assessment of the structural model. For reflective constructs, reliability and convergent
validity are examined using outer loadings (> 0.70), composite reliability (> 0.70), and average
variance extracted (AVE > 0.50). Discriminant validity is assessed using the Fornell-Larcker
criterion and the Heterotrait-Monotrait ratio (HTMT) (Hair et al., 2019). The structural model
is evaluated based on path coefficients, t-statistics obtained through bootstrapping, coefficient
of determination (R?2), effect size (f2), and collinearity diagnostics (VIF < 3).

To strengthen predictive assessment, this study also considers predictive relevance (Q?) and
PLSpredict procedures, consistent with recent methodological recommendations (Hair et al.,

2022). These combined criteria ensure both explanatory adequacy and predictive robustness of
the proposed model.

Results and Discussion

Results

In this study, the respondents selected were business owners or employees/staff working in
MSMEs. The characteristics of the respondents in this study were observed based on two
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indicators, namely gender and age. The ratio of male to female respondents was 45.2% or 160
people for male respondents based on the returned and processed questionnaires. Meanwhile,
female respondents accounted for 54.8% or 194 people. Furthermore, the age indicator was
grouped into several age ranges. The 17-25 age group had the most respondents at 53% or 189
people, followed by the 26-35 age group at 40% (141 people), the 36-45 age group at 5% (18
people), and the 46-55 age group at 2% (2 people). The details are shown in the table below.

Table 2. Respondent Characteristics

No Characteristics Informations Frequency Ratio
1 Gender Male 160 45,2%
Female 194 54,8%
Total 354 100%
17%-25M years old 189 53%
26M-35" years old 141 40%
2 Age 36M-45" years old 18 5%
46™-55" years old 6 2%
> 55" years old 0 0%
Total 354 100%

Source: Processed by author, 2025

Table 3. Descriptive Statistic Test Result

Variabel N Mean Min. Max. S.td'.

Deviation
Accounting Information System 354 3.615 1.000 5.000 0.741
Internal Control 354 3.497 1.600 5.000 0.788
Individual Morality 354 4.048 2.000 5.000 0.654
Prevention of Accounting Fraud 354 3.768 2.250 5.000 0.584

Source: Processed using SmartPLS 4

Table 3 presents the results of descriptive statistical analysis for all variables studied, including
sample quantity, minimum and maximum values, mean, and standard deviation. The results
obtained show that, in general, respondents have a positive view of accounting information
systems, internal controls, individual morality, and accounting fraud prevention. This is evident
from the standard deviation values, which are consistently small, indicating that the responses
or views of respondents are generally similar across all research variables.

Outer Model Evaluation
To determine whether the research instrument used is appropriate and valid in measuring what
should be measured, testing is required, in this case validity testing. It is also necessary to

ensure that the research instrument used is consistent when used repeatedly under similar
conditions, which requires reliability testing. Both tests can be seen in the following Table 4:
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Table 4. Validity and Reliability Test

Indicators

Reliability

. . AVE

Variable . Not Outer Cronbach’s  Composite -
Total - Valid \,oiiq Loading alpha  reliability Ay

Accounting 5 5 - 0827-0.846  0.896 0.923 0.706

Information System

Internal Control 5 5 - 0.843-0.865 0.910 0.933 0.735

Individual Morality 4 4 - 0.737-0.846 0.823 0.881 0.650

Prevention of 4 4 - 0.726-0.822 0.765 0.849 0.584

Accounting Fraud

Rule of thumb 0.7 0.7 0.7 >0.5

Source: Processed using SmartPLS 4

The test results shown in the table above indicate that the validity test conducted based on the
overall outer loading values is above the minimum requirement (rule of thumb) of >0.7,
although values below 0.7 to 0.5 are still tolerable (Hair, et al., 2019). Similarly, the validity
test based on the AVE value is also above the minimum value (>0.5), so that overall the
research instrument is declared valid. In addition, for the results to be declared valid, the square
root of the AVE value must exceed the inter-construct correlation, and each indicator must
show the highest value of the other indicator-construct correlations. This can be seen in the
Fornell-Larcker criteria test and in the cross loading.

Next, for the reliability test, you can see the Cronbach'’s alpha values and composite reliability
values in the table. Both Cronbach's alpha and composite reliability values are above the
minimum requirement (0.7), so the research instrument is considered reliable (consistent).
Thus, based on the results of the two tests, namely the validity test and the reliability test, the
data is suitable for further evaluation of the structural model.

To see the predictive ability of the model on the endogenous construct, an R-Square (R?) and
Q-Square (R?) analysis can be performed. The R? value ranges from 0 to 1, with a higher value
indicating that the model has stronger predictive power. Similarly, the Q? value shows the
extent to which the observed values can be accurately reconstructed by the model.

Table 5. R-Square and Q-Square Test

Dependent Variable Analysis Value
Prevention of Accounting Fraud R-Suare (R?) 0.520
Prevention of Accounting Fraud Q-Square (Q?) 0.505

Source: Processed using SmartPLS 4

Inner Model Evaluation

The R-Square (R?) value of 0.520 indicates that approximately 52% in moderate category of
the variation in the accounting fraud prevention construct can be explained by three

independent variables in the model, namely accounting information systems, internal controls,
and individual morality (Hair, et al., 2019). Furthermore, the Q-Square (Q?) value of 0.505 or
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equal to 50.5% indicates that the model has strong predictive power for the accounting fraud
prevention construct (Hair, et al., 2019).
To see the extent of the influence of each independent variable on the dependent variable, an
F-Square (F?)/effect size analysis or test can be performed. The results of the F-Square test can
be seen in the following table:

Table 6. Effect Size Test Result

Relationships between Variables F-Square Conclusion
AIS (X1) = PAF (Y) 0.444 Strong
IC (X2) = PAF (Y) 0.307 Moderate
IM (X3) = PAF (Y) 0.245 Moderate

Source: Processed using SmartPLS 4

The following is an evaluation table of the structural model or hypothesis test showing that the
three variables studied have an effect on the prevention of accounting fraud. Each hypothesis
(H1 to H3) is accepted.

Results of Hypothesis Testing

The results of the structural model assessment are presented in Table 7, which summarizes
the hypothesis testing outcomes, including path coefficients, t-statistics, p-values, and effect
sizes.

Table 7. Hypothesis Test

No Hypothesis Sfé;}%n&l)) msezr:F():\(jl) de\?itz;ldt.ion T statistics P values
Hi X1->Y 0.455 0.458 0.037 12.438 0.000
H. X2->Y 0.382 0.382 0.035 10.941 0.000
Hs X3->Y 0.352 0.352 0.037 9.615 0.000

Source: Processed using SmartPLS 4

The hypothesis testing results indicate that all proposed hypotheses are supported. Hypothesis
1 (H1), which posits that Accounting Information Systems (AIS) positively influence
accounting fraud prevention, is accepted (t = 12.407 > 1.96; p < 0.001), with a strong effect
size (f2 = 0.444), indicating that AIS is the most dominant predictor in the model. Hypothesis
2 (H2), which proposes that internal control positively affects accounting fraud prevention, is
also accepted (t = 10.878 > 1.96; p < 0.001), with a moderate effect size (f2 = 0.307). Likewise,
Hypothesis 3 (H3), which states that individual morality positively influences accounting fraud
prevention, is accepted (t=10.011 > 1.96; p < 0.001), with a moderate contribution (f2=0.245).
These findings confirm that systemic (AIS), structural (internal control), and behavioral
(individual morality) factors significantly contribute to strengthening fraud prevention
mechanisms in MSMEs.

Discussion

The empirical findings demonstrate that accounting information systems (AIS), internal
controls, and individual morality significantly contribute to accounting fraud prevention in
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MSMEs. Collectively, these results support the multidimensional logic of Fraud Triangle
Theory (Cressey, 1953), which posits that fraud arises from the interaction of opportunity,
pressure, and rationalization. The evidence suggests that fraud prevention is most effective
when systemic, structural, and behavioral mechanisms operate simultaneously rather than
independently.

Among the examined predictors, AlS exhibits the strongest influence on fraud prevention. This
finding underscores the critical role of technological infrastructure in constraining opportunity,
which is considered the most controllable element of the fraud triangle. A well-designed AIS
enhances transparency, ensures timely recording, embeds automated controls, and generates
digital audit trails, thereby narrowing discretionary space for manipulation (Romney et al.,
2021; Gelinas et al., 2017). In MSME settings, where segregation of duties and formal
governance mechanisms are often limited, AIS may function as a structural substitute for
organizational complexity. These results are consistent with prior empirical studies reporting
the preventive function of AIS (Ahmad, 2019; Florid et al., 2023; Nugroho & Andhaniwati,
2022), although they contrast with findings suggesting insignificant effects (Ridwan et al.,
2023). The dominance of AlS indicates that technology-embedded controls may be more robust
than procedural safeguards in small business environments.

Internal control also significantly enhances fraud prevention, reinforcing its central role in
governance systems. Effective monitoring mechanisms, clear separation of responsibilities,
and structured procedures reduce opportunities for fraudulent behavior (Romney et al., 2021).
These findings align with empirical evidence from Dimitrijevic et al. (2015), Paino et al.
(2023), Kabue & Aduda (2017), Yuniarti (2017), and Florid et al. (2023), which highlight the
preventive capacity of internal control systems. However, the moderate effect size suggests
that internal controls, particularly in MSMEs, may be constrained by limited formalization and
reliance on managerial oversight. This contextual limitation may explain inconsistencies in
previous findings, such as those reported by Muliza & Astuti (2023).

Individual morality likewise plays a significant role in fraud prevention by constraining
rationalization processes. Moral values shape ethical judgment and reduce the likelihood that
individuals justify fraudulent acts (Albrecht et al., 2019; Kaptein, 2008). The findings are
consistent with studies by Kuntadi et al. (2023) and Kuswati (2023), which emphasize the
importance of ethical orientation in mitigating fraud risk, although they differ from results
reported by Nur et al. (2023). In the context of MSMESs, where interpersonal relationships and
trust-based management are prevalent, individual morality becomes particularly relevant as an
internal governance mechanism.

Overall, the study extends Fraud Triangle Theory by empirically demonstrating that
opportunity-reducing mechanisms embedded within technological systems (AIS) exert a
stronger influence than procedural (internal control) or behavioral (morality) mechanisms in
MSME settings. This suggests that fraud prevention in resource-constrained organizations may
depend more heavily on system-based governance architecture than on formal control
documentation alone. The findings therefore contribute to the governance literature by
highlighting the strategic importance of digital accounting infrastructure in strengthening fraud
mitigation capacity within emerging economy MSMEs.
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Conclusion

This study demonstrates that accounting information systems (AIS), internal controls, and
individual morality significantly contribute to accounting fraud prevention in MSMEs. The
findings indicate that systemic, structural, and behavioral mechanisms operate simultaneously
in reducing fraud risk, with AIS emerging as the most influential predictor. The model explains
52% of the variance in accounting fraud prevention (Rz = 0.520) and shows substantial
predictive relevance (Q? = 0.505), confirming the robustness of the proposed framework.

The results extend Fraud Triangle Theory by empirically demonstrating that opportunity-
constraining mechanisms embedded within technological systems may exert a stronger
influence than procedural controls or individual ethical factors in small business environments.
While prior studies often emphasize internal control as the primary governance instrument, this
study suggests that system-based controls integrated within digital accounting infrastructure
may provide a more structurally resilient mechanism for limiting fraud opportunities,
particularly in MSMEs characterized by limited segregation of duties and informal governance
arrangements. By integrating technological, structural, and behavioral dimensions into a
unified explanatory model, this study advances the application of Fraud Triangle Theory within
emerging economy contexts.

From a practical perspective, the findings imply that strengthening digital accounting systems
should be prioritized alongside internal control development and ethical awareness programs.
For policymakers, the results suggest that initiatives promoting technological adoption in
MSMEs may yield more substantial fraud prevention outcomes than compliance-based control
training alone. At the organizational level, integrating AIS implementation with governance
procedures and ethical reinforcement strategies can enhance the sustainability of fraud
mitigation efforts.

This study is limited to MSMEs in Pekanbaru City, which may restrict the generalizability of
the findings to other regions with different socio-economic conditions. The model focuses on
three predictors, whereas fraud prevention may also be influenced by additional organizational
and contextual variables. Furthermore, the cross-sectional and quantitative design limits deeper
exploration of behavioral dynamics and changes over time. Future research may expand
geographical coverage, incorporate additional determinants such as organizational culture or
technological sophistication, and adopt longitudinal or mixed-method approaches to provide a
more comprehensive understanding of fraud prevention mechanisms in small business
environments.

References

Association of Certified Fraud Examiners. (2020). Report to the Nations 2020: Global Study
on Occupational Fraud and Abuse. ACFE.

Association of Certified Fraud Examiners. (2024). Occupational Fraud 2024: A Report to the
Nations. ACFE.

Adinugroho, R., & Susilowati, E. (2022). Sistem Informasi Akuntansi, Efektivitas
Pengendalian Internal, Asimetri Informasi dan Moralitas Individu terhadap Kecurangan

Governance Accounting Taxation Journal (GATJ)| 123



Rizki, et al
Accounting Information Systems, Internal Controls, and Morality in Preventing MSME Fraud

Akuntansi. Journal of Management and Business (JOMB), 4, 1511-1525.
https://doi.org/10.31539/jomb.v4i2.4773

Ahmad, A. A. B. (2019). The Moderating Role of Internal Control on the Relationship between
Accounting Information System and Detection of Fraud: The case of the Jordanian banks.
International Journal of Academic Research in Economics and Management Sciences,
8(1), 25-34. https://doi.org/10.6007/ijarems/v8-i11/5548

Albrecht, W. S., Albrecht, C. O., Albrecht, C. C., & Zimbelman, M. F. (2019). Fraud
Examination (6th ed.). Cengage Learning.

Arens, A. A., Elder, R. J., & Beasley, M. S. (2017). Auditing and Assurance Services: An
Integrated Approach (16th ed.). Pearson.

Batkunde, A. A., & Dewi, P. M. (2022). Pengaruh Moralitas Individu dan Ketaatan Aturan
Akuntansi terhadap Kecenderungan Kecurangan Akuntansi pada Pemerintah Kota
Ambon. Owner, 6(3), 2819-2829. https://doi.org/10.33395/owner.v6i3.917

Committee of Sponsoring Organizations of the Treadway Commission. (2013). Internal
Control—Integrated Framework. COSO.

Cressey, D. R. (1953). Other People’s Money: A Study of the Social Psychology of
Embezzlement. Free Press.

Dimitrijevic, D., Milovanovic, V., & Stancic, V. (2015). The Role of a Company’s Internal
Control System in Fraud Prevention. e-Finanse: Financial Internet Quarterly, 11(3), 34—
44. https://doi.org/10.14636/1734-039X_11_3 003

Driver, J. (2006). Ethics: The Fundamentals. Blackwell Publishing.

Florid, M. 1., Hendra, R. F., & Pupung, P. (2023). The Influence of Accounting Information
Systems, Internal Control Systems and the Implementation of Good Corporate
Governance in Efforts to Prevent Fraud. Return: Study of Management, Economic and
Business, 2(2), 106-117. https://doi.org/10.57096/return.v2i2.66

Fuchs, G., Schimmelpfeng, K., & Brunner, J. O. (2025). A Roadmap for Integrating Fairness
in Personnel Planning and Scheduling in Hospitals. Operations Research, Data Analytics
and Logistics, 45, 200479. https://doi.org/10.1016/j.ordal.2025.200479

Gelinas, U. J,, Dull, R. B., Wheeler, P. R., & Hill, M. C. (2017). Accounting Information
Systems (11th ed.). Cengage Learning.

Hair, J.F., Sarstedt, M., Ringle, C.M. (2019). Rethinking some of the Rethinking of Partial
Least Squares. Eur. J. Mark. 53, 566-588. https://doi.org/10.1108/EJM-10-2018-0665

Hardin, R. (2002). Trust and Trustworthiness. Russell Sage Foundation.

Ikatan Akuntan Indonesia. (2015). Modul Chartered Accountant: Sistem Informasi dan
Pengendalian Internal. 1AL.

Kabue, L. N., & Aduda, J. (2017). Effect of Internal Controls on Fraud Detection and
Prevention Among Commercial Banks in Kenya. European Journal of Business and
Strategic Management, 2, 52—68.

Kaptein, M. (2008). Developing and Testing a Measure for the Ethical Culture of
Organizations: The corporate ethical virtues model. Journal of Organizational Behavior,
29, 923-947. https://doi.org/10.1002/job.520

Khoirunnisa, W., Himmawan, A., & Nugroho, D. (2024). The Influence of Internal Control,
Compliance with Accounting Rules, Individual Morality and Accounting Information
Systems on Accounting Fraud. COSTING: Journal of Economic, Business and
Accounting, 7, 9102-9111.

Governance, Accounting andTaxation Journal (GATJ) | 124



Rizki, et al
Accounting Information Systems, Internal Controls, and Morality in Preventing MSME Fraud

Kuntadi, C., Meilani, A., & Velayati, E. (2023). Pengaruh Penerapan Sistem Pengendalian
Internal, Kompetensi Sumber Daya Manusia, dan Moralitas Individu terhadap
Pencegahan Fraud. JEMSI: Jurnal Ekonomi Manajemen Sistem Informasi, 4(4), 651
662. https://doi.org/10.31933/jemsi.v4i4

Maisyarah, R., & Adli, A. (2022). The Influence of Business Ethics and Accountant Ethics on
Fraud: Empirical study of scrap companies in Cikarang. Journal of Business and
Management Studies, 4(3), 11-27. https://doi.org/10.32996/jbms.2022.4.3.2

Maltezou-Papastylianou, C., Scherer, R., & Paulmann, S. (2025). Evaluating Trustworthiness
across Ethnically Diverse Human and Commercial Synthesised Voices. Computers in
Human Behavior Reports, 19, 100762. https://doi.org/10.1016/j.chbr.2025.100762

Muliza, A. T., & Astuti, C. D. (2023). Pengaruh Pengendalian Internal, Integritas Karyawan
dan Komitmen Organisasi Terhadap Pencegahan Kecurangan. EBID: Ekonomi Bisnis
Digital, 1(2), 203-208. https://doi.org/10.37365/ebid.v1i2.225

Nugroho, W. C., & Andhaniwati, E. (2022). Pengaruh Sistem Informasi Akuntansi dan
Aktivitas Sistem Pengendalian Internal terhadap Pencegahan Fraud. Jurnal llmiah
Akuntansi Peradaban, 8, 71-83.

Odufisan, O.1., Abhulimen, O.V., Ogunti, E.O. (2025). Harnessing Artificial Intelligence and
Machine Learning for Fraud Detection and Prevention in Nigeria. Journal of Economic
Criminology 7, 100127. https://doi.org/10.1016/j.jeconc.2025.100127

Paino, H., Nazmul, M., Jahari, F. (2023). Effectiveness of Internal Control System towards
Fraud Prevention in Ma-laysia’s Small and Mid-size Enterprises. Review of Economics
and Finance 21, 1571-1583.

Pamungkas, E.W., 2023. Tindakan Preventif dan Deteksi Dini Kecurangan, in: Audit
Kecurangan Dan Forensik. EUREKA MEDIA AKSARA, Jakarta.

Parziale, A., Voria, G., Giordano, G., Catolino, G., Robles, G., Palomba, F. (2025). Fairness
on a budget, across the board: A cost-effective evaluation of fairnessaware practices
across contexts, tasks, and sensitive attributes. Inf. Softw. Technol. 107858.
https://doi.org/10.1016/j.infsof.2025.107858

Rahardjo, S.S., 2018. Etika dalam Bisnis & Profesi Akuntan dan Tata Kelola Perusahaan.
Salemba Empat, Jakarta.

Ridwan, R., Lestari, D.F., Arifah, A.N., Abdurachman, A. (2023). Peran Sistem Informasi
Akuntansi Dalam Mencegah Kecurangan: Pendekatan Studi Di Tasikmalaya. Jurnal
IImiah Akuntansi Kesatuan 11, 211-218. https://doi.org/10.37641/jiakes.v11i1.1776

Romney, M. B., Steinbart, P. J., Summers, S. L., & Wood, D. A. (2021). Accounting
Information Systems (15th ed.). Pearson Education.

Saputra, M. A., & Notiva. (2023). Sistem Pengendalian Internal berdasarkan COSO
Framework pada Perusahaan Konstruksi. Jurnal Riset Akuntansi Politala, 6, 197-210.
https://doi.org/10.34128/jra.v6i1.148

Schwartz, M. S. (2005). Universal Moral Values for Corporate Codes of Ethics. Journal of
Business Ethics, 59, 27-44. https://doi.org/10.1007/s10551-005-3403-2

Soedarsono, A., Sonhaji. (2023). Bagaimana Paket Pengendalian Internal Mencegah Kecu-
rangan Laporan Keuangan? Jurnal Akuntansi Multiparadigma 14, 320-338.
http://dx.doi.org/10.21776/ub.jamal.2023.14.2.23

Stafford, T., Pirrone, A., Croucher, M., Krystalli, A. (2020). Quantifying the benefits of using
decision models with response time and accuracy data. Behav. Res. Methods 52, 2142—
2155. https://doi.org/10.3758/s13428-020-01372-w

Sugiyono, 2022. Metode Penelitian Kuantitatif. ALFABETA, Yogyakarta.

Governance Accounting Taxation Journal (GATJ)| 125



Rizki, et al
Accounting Information Systems, Internal Controls, and Morality in Preventing MSME Fraud

Sun, S., & Chen, Y. (2022). Why do People with Similar Levels of Internal Control Differ in
Their Likelihood to Commit Fraud? Analysis of the Moderating Effect of Percerived
Opportunity to  Coomit Fraud. Frontiers in  Psychology 13, 01-09.
https://doi.org/10.3389/fpsyg.2022.999469

Trevifio, L.K., den Nieuwenboer, N.A., Kish-Gephart, J.J. (2014). (Un)Ethical Behavior in
Organizations. Annu. Rev. Psychol. 65, 635-660. https://doi.org/10.1146/annurev-
psych-113011-143745

Trevifio, L.K., Weaver, G.R., Reynolds, S.J. (2006). Behavioral Ethics in Organizations: A
Review. J. Manage. 32, 951-990. https://doi.org/10.1177/0149206306294258

Turiel, E., 1983. The Development of Social Knowledge: Morality and Convention. Cambridge
University Press, Cambridge.

Valentine, S., Barnett, T. (2003). Ethics Code Awareness, Perceived Ethical Values, and
Organizational Commitment. Journal of Personal Selling & Sales Management 23, 359—
367. https://doi.org/10.1080/08853134.2003.10749009

Wang, B., Lin, J. (2023). The Research of Financial Fraud and Regulatory Countermeasures to
the Listed Companies Based on Game Theory. Advances in Economics, Management
and Political Sciences 55, 135-140. https://doi.org/10.54254/2754-1169/55/20230980

Yuniarti, R. D. (2017). The effect of internal control and anti-fraud awareness on fraud
prevention. Journal of Economics, Business & Accountancy Ventura, 20(1), 113-124.
https://doi.org/10.14414/jebav.v20i1.626

Zainal, S. F., Hashim, H. A. (2021). Research on Fraud: An Overview from Small Medium
Enterprises  (SMEs). Journal of Financial Crime, 20(4), 1283-1296.
https://doi.org/10.1108/JFC-09-2021-0205

© 20XX by the authors. Submitted for possible open access publication under the

@@ he Creative Commons Attribution (CC-BY-NC-ND 4.0) license
org/licenses/by/4.0/).

Governance, Accounting andTaxation Journal (GATJ) | 126



